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ABSTRACT

SQL injection is a type of database-targeted attack for data-driven applications. It is performed by
inserting malicious code in the SQL query to alter and modify its meaning, enabling the attacker to
retrieve sensitive data or to access the database. Many techniques have been improved and
proposed to detect and mitigate these types of attacks. This paper provides a systematic review

KEYWORDS
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injection; detection;
mitigation; prevention

for a pool of 60 papers on web applications’ SQL injection detection methods. The pool was
selected using a developed searching and filtering methodology for the existing literature based
on scholar databases (IEEE, ScienceDirect, and Springer) with the aim to provide specific answering
for several research questions in the area of SQL injection detection. This provides a basis for the

design and use of effective SQL injection detection methods.

1. Introduction

Large amounts of sensitive data of companies and
organizations are stored in special databases inside
the organization’s servers or somewhere abroad.
Protecting these data from unauthorized access is
extremely important to organizations in various
sectors since any leak in these data will have
a huge impact on the privacy of the users as well
as the reputation and financial situation of the
institution. Consequently, data comprise one of
the most important assets that must be preserved
and protected; thus, databases have become impor-
tant treasuries and pillars of modern organizations.

Structured Query Language (SQL) is the stan-
dard language used to access and manipulate these
databases, as it allows the database administrator to
perform multiple operations on data such as stor-
ing, retrieving, creating, updating, or deleting, etc.
Data is stored in databases in tables that have rela-
tions between each other. This approach is called
relational database (RDB), where the relationship
between data points is clearly defined, and the
relationship between tables and field types is also
clarified under the name of the schema, which
facilitates searching between these relationships

(Gyérodi et al., 2015). The most popular examples
of RDB are Oracle, MySQL, and Microsoft SQL
Server.

On the other hand, new database structures
called non-relational databases (NoSQL databases)
have been developed. Its most popular examples are
MongoDB, Redis, and Apache. This type of struc-
ture was launched to fix the vulnerabilities affecting
traditional RDB especially in organizations that rely
on big data and long-range geographical distribu-
tion (e.g., electronic commerce and social net-
works) (Matallah et al.,, 2021). The data in these
structures is stored through a new model that is
optimized for the type of data it stores so that query
languages other than SQL can be used. Data stored
in these databases must be protected, maintained
safely, and accessible only by authorized users.

SQL databases are mostly used in web applica-
tions to store data for sites, users and are handled
through queries within specific commands. Visitors’
activities are translated into SQL commands to mod-
ify and update their data so that they don’t interact
directly with these databases. Besides, attackers have
exploited this advantage and targeted databases to
get access to data. One of the most common attacks
on databases is SQL injection (Lee et al., 2012). The
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first appearance of SQL injection vulnerabilities
dates to 1998 when Jeff Forristal was writing about
how to infiltrate Windows NT server. This was the
beginning of the discovery of this kind of threat.

The massive development in web application
attacks has called for intensified efforts by specia-
lists to confront them and mitigate their effects, and
they have devoted a great deal to protecting user
privacy and securing transmitted data that is linked
between various parties (clients and servers) over
the Internet. Statistics have shown that the most
prevalent web applications attacks in recent years
are SQL Injection and Cross-Site Scripting (XSS) of
which SQL Injection had the largest share. Some
studies estimated that they account for 27% of all
attacks (Positive Technologies, 2019). Furthermore,
an analytical study during the period Nov/2017 -
Mar/2019 indicated that they account for 65%
(Bonner, 2019) (B. B. Gupta et al., 2015).

XSS is a type of web application injection attack,
where the end-user is exploited by injecting mal-
icious scripts into trusted web applications that are
sent to the user as a browser-side script. These
attacks are common in web applications in which
user inputs are frequently taken and not validated.
The user’s browser cannot determine that the script
is malicious because it is coming from a trusted web
application. These attacks can have catastrophic
effects on users’ information such as stealing pass-
words, credit cards information, session identifica-
tions embedded in cookies, and other sensitive user
B. B. Gupta et al. (2015), (2018)).

Web applications use backend databases to store,
transmit, and retrieve the data, which is a magnet
for attackers as it may contain sensitive data.
Attackers use different methods and techniques
that exploit vulnerabilities in databases program-
ming. SQL injection can be considered as a database
intrusion attack (Schults, 2020), based on intruding
into the database by inserting SQL characters that
alert the SQL statements, resulting in a change in
the logic of the SQL query (Schults, 2020).

This paper systematically reviews many research
papers that proposed techniques, algorithms, and
frameworks for detect and mitigate the different
types of SQL injection attacks on web applications,
by selecting a specific issue, defining the scope of the
review, selecting  scholar  databases  (IEEE,
ScienceDirect, and Springer) to search for the related

research papers. Moreover, it classified the proposed
approaches, and analyze their performance. The
remainder of this paper is as follows: Section 2 pre-
sents an overview of SQL injection. Section 3 presents
the research methods used in this paper. Section 4
shows the results and analysis of the reviewed papers.
Finally, section 5 sums up the conclusion.

2. SQL injection overview

SQL injection is a technique that is executed by attack-
ers to target the databases, exploiting vulnerabilities in
web applications. This vulnerability results from
weaknesses in filtering variables (Sadeghian et al.,
2013a), which allow the attacker to access, retrieve,
modify, or delete user data using illegitimate methods.

2.1. Types of SQL injection attacks

SQL injection attacks can be classified into different
categories based on multiple factors, but the most
comprehensive and general factors are the intent of
the attacker and the injection mechanism (Halfond
et al., 2006). The intent here means the goal that the
attacker aims to achieve from the attack, such as
modifying data and changing information, or
learning the schema of a database. The mechanism
of the injection is determined according to the
classification of vulnerability in the web application
and the path the attacker takes. The most common
types are listed below (Lee et al., 2012) (Halfond
et al., 2006) (Sadeghian et al., 2013b).

2.1.1. Order of injection
Depending on the order of the injection, attacks
can be divided into two main types: 1st, and 2nd
order. 1st order injection method is the classical
method of attack, while 2nd order injection differs
in that a malicious user can insert a query fragment
into a request (which is not inherently susceptible
to injection), and then execute the inserted SQL in
a second query vulnerable to SQL injection. Some
types of 1st order SQL injection attack include:
Tautologies: This is the simplest type, which
aims to bypass authentication by injecting
a conditional statement using “OR” operator into
the intact SQL query so that this condition always
gives a true value.



Piggy-Backed Query: No modification is needed
for the original SQL query, and this attack adds
a malicious SQL query to the original one. At
execution, both queries are executed, thereby
launching the attack.

Stored Procedures: A set of procedures that are
already stored within the database can be exploited
as a vulnerability when the attack is executed by the
attacker, thereby gaining control over the database.

2.1.2. Server response

This type of attack depends on how the server
responds when the change occurs, and what will
appear. The two most important species included
in this classification are described below.

Illegal/incorrect queries injection: This attack
allows the attacker to get information about the
schema of the database of the web application, and
thus leads to other types of attacks. It relies on the
response of the database when it replies with an error
message. This type of message reveals the vulnerabil-
ities in the database to the attackers.

Time-based blind injection: It sends a set of true
or false questions to the database and then deter-
mines the result according to the application
response. It is almost identical to classical SQL injec-
tion, but differs in how data is retrieved from the
database. It is considered more difficult because the
database does not output the data to the webpage.

Another attack classification can be used
depending on the Data Extraction Channel. It is
divided into two main types: In-Band SQL injec-
tion, and Out-of-Band SQL injection. The first type
is when the attacker can carry out the attack and
collect the results through the same communica-
tion channel, and it is the most common of the two
types. One of the popular methods of this type is
error-based SQL injection. In the second type, the
attacker cannot use the same channel for the pre-
vious two operations.

All these types of SQL injection attacks and more
are being recognized by developers and system
administrators. Therefore, many filters and differ-
ent methods have been developed to prevent or at
least mitigate the impact of these attacks.
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2.2. Types of SQL injection detection methods

The researchers relied on several approaches in
filter user inputs to identify and detect SQL
injection attacks. Such methods are (Lee et al,
2012):

Static analysis: this approach identifies syn-
tactic and grammatical errors in user input. It
only focuses on validating user input to detect
injection attacks. However, it cannot detect
malicious input with the correct syntax (Lee
et al., 2012).

Instruction-set Randomization: this can be con-
sidered as a branch of static analysis. It inserts
random values into the SQL query statement of
a web application and checks for volatility to detect
SQL injection attacks.

Dynamic analysis: this approach scans the
response from the web application by sending each
input to the target and then receiving the response.

Combined analysis: a hybrid static and dynamic
method that uses the benefits of both techniques to
detect SQL injection attacks.

Machine learning: used to generate SQL
queries in web applications, which are learned
to generate the detection model parameters. This
model is then compared with dynamic SQL
queries to search for any inconsistencies (Lee
et al., 2012).

3. Research methodology

This systematic review includes papers on detection
methods and techniques of SQL injection attack
published during the period 2009 to 2021, using
the following searching engines: IEEE,
ScienceDirect (Elsevier), and Springer. The filtering
process and the number of resultant papers after
each level are shown in Figure 1.

3.1. Research questions

Research papers included in this systematic review
were selected to answer the following research
questions.
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Steps
Search Remove Title
papers Duplicates Selection
954 — 948 —~ 133
From
sevier, Springer Exclude
I2E3ESE EI477 S;lug Irrelevant papers
Remaining
Papers

-

Related to SQLi Exclude weak
Detection & Prevention Techniques papers
in Web application databases (Based on QA Questions)

Result

Figure 1. The filtering process and the number of resultant papers after each level.

3.1.1. RQ1: How has publication grown in the SQL
injection detection field?

The purpose of this question is to examine the views
of the reviewed research papers on the significance
of the SQL injection attacks, regarding how these
attacks are being developed and the level of severity
they have reached during recent years.

3.1.2. RQ2: What types of SQL injection attacks have
been discussed?

This question targets to specify the types of SQL
injection attacks that can be solved by each pro-
posed method, algorithm, or framework.

3.1.3. RQ3: What are the proposed methods to detect
and mitigate these attacks?

This research question aims to explore the most
common and efficient methods that have been pro-
posed to face each type of attack.

Table 1. Searching keywords.

Alternative
Keywords keywords Keyword combinations
SQL Database SQL AND injection AND (detection
Injection techniques OR prevention) (SK1)SQL AND
Detection injection AND (detection techniques OR

mitigation) (SK2)Database AND Injection
AND (detection techniques OR
prevention) (SK3)Database AND injection
AND (detection techniques OR mitigation)

SK4
techniques Prevention, (SK4)

Mitigation

3.2. Searching process

3.2.1. Searching papers

The search for the related research papers was per-
formed on the IEEE Explore, ScienceDirect, and
Springer database libraries, covering the publication
period from 2009 to 2021, to include the most up-to
-date and relevant publications. The keywords used
in the searching process are listed in Table 1.

3.2.2. Selection execution

A large number of research papers have been col-
lected from each search engine through the used
search method. All the extracted papers were fil-
tered during multiple levels: creating a CSV file to
remove duplicate papers, selection based on the
title, selection based on abstract, and selection
based on quality assessment questions and full-
text analysis. These levels are explained as follows:

Level 1. Removing Duplications: All papers
resulting from the searching on the three engines
totaled 954 papers, using the strings mentioned in
Table 1, including 235 papers from IEEE, 477
papers from ScienceDirect, and 242 papers from
Springer. To remove any duplications among
these papers, a CSV file was used to filter the dupli-
cations, removing 6 duplicate papers.

Level 2. Title Selection: In this level, papers from
level 1 were filtered based on evaluating their titles
and determining how relevant are the titles to the
research questions. The first author nominated
papers extracted from the IEEE engine and



Table 2. Quality assessment criteria.
Q.N. Question

Q1 Does the title of the paper clarify the idea of the research?
Q2 Does the abstract include the proposed approach?/Does the
abstract explain the objectives of the research?

Q3 Does the writer follow the systematic/standard arrangement of
the research paper?
Q4 Does the paper use a mechanism, technique, or methodology?

Q5 Does the paper specify the type of the SQL injection attack?

Q6 Does the proposed approach succeed in detecting/mitigating SQL
injection attacks?

Q7 Are the results/evaluations shown conclusively in the paper?

the second author nominated those extracted from
ScienceDirect and Springer. This resulted in 133
papers.

Level 3. Abstract & Full-Text Analysis Selection:
The 133 papers were then filtered again by reading
their abstracts and how relevant they are to the
research questions. Surveys about SQL injection
attacks (Kumar & Pateriya, 2012), papers that just
introduced evaluation or comparison between
already existing techniques (Tajpour et al., 2010)
(Tajpour & zade Shooshtari, 2010), or those that
didn’t propose any specific mitigation techniques
(Wu, 2010) in their abstracts were removed. This
resulted in 73 research papers.

Level 4. Quality Assessment Questions: Finally,
each of the 73 papers was assessed based on the
quality assessment questions (described below).
Papers with a score lower than 3.5 were dropped,
so 13 papers were removed.

3.2.3. Quality assessment and extracting information
Quality assessment targets to evaluate the papers to
determine their level of quality. Each paper must pass
through 7 assessment questions with one point for
each question. Based on the cumulative score, the
quality level of the paper is determined. Table 2
shows the quality assessment criteria developed for
this purpose.

The papers that scored 3.5 points and more are
listed with their details in Table 3.

4. Results and analysis

4.1. Publication growth in SQL injection detection
field (RQ1)

The answer to this question is related to exploring
the motivation behind each approach and how
security concerns have become important in
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developing secure web applications through recent
years. This is indicated by the number of publica-
tions in the field of SQL injection and web applica-
tion attacks detection during the period 2009-2021.
We found that the number of articles that discuss
the topic of SQL injection attacks increased during
the first three years from 2009 to 2011, as shown in
Figure 2, while the big jump was in the year 2016.
The amount of publication growth in this field is
shown in Figure 2.

4.2. Types of SQL injection attacks (RQ2)

Answering this question is based on classifying the
type of attack that each research paper discussed
and was supposed to solve. This classification is
presented in Table 4. Types of SQL injection attacks
discussed in the reviewed papers can be classified
into the following categories: Order of injection,
Server response, Combined, In-band and Out-
band, and General.

As shown in Figure 3. The distribution of these
categories discussed by the reviewed papers showed
the results as follows:

General: 50.00% of the reviewed papers either
proposed techniques to confront SQL injection
attacks in general or didn’t specify the type of
SQL injection attack that they were supposed to
mitigate, so we categorized them in the General
category. For example, approaches proposed in
papers P8, P9, P10, P13, P14, and P55 discussed
SQL injection attacks without customization.

Order of injection: this includes 1st order attacks
(such as tautology or alternate encoding), or 2nd
order attacks. For example, P1 proposed a method
to detect 2nd order attacks by building new sets of
SQL instruction based on randomizing the SQL
keywords included in the web application. P6 pro-
posed a new technique that uses regular expressions
and finite automata to detect tautology attacks. this
approach has the advantage of considering lan-
guages other than English. This category represents
7.00% of the total attacks mentioned in the
reviewed papers.

Server response: this category contains server
response attacks that also account for 3.00%. All
these categories and their rates are shown in
Figure 3. P51 dealt with all types of attacks, includ-
ing blind-based ones.
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Table 3. Result of quality assessment.

Paper No. SRC Q1 Q2 Q3 Q4 Q5 Q6 Q7 100%
P1 = (Ping, 2017) IEEE 1 1 1 1 1 1 1 100%
P2 = (Katole et al., 2018) IEEE 1 1 1 1 1 1 1 100%
P3 = (Appiah et al.,, 2017) IEEE 1 1 1 0.5 1 1 1 92.9%
P4 = (Karuparthi & Zhou, 2016) IEEE 1 1 1 1 1 1 0 85.7%
P5 = (Pinzdn et al., 2010) IEEE 1 1 1 1 1 1 1 100%
P6 = (Qbea’h et al., 2016) IEEE 1 1 1 1 1 1 1 100%
P7 = (Ghafarian, 2017) IEEE 1 1 1 1 1 1 0.5 92.8%
P8 = (Ping et al., 2016) IEEE 1 1 0.5 1 0.5 1 1 85.7%
P9 = (Prabakar et al., 2013) IEEE 1 1 1 1 0.5 1 0.5 85.7%
P10 = (Oosawa & Matsuda, 2014) IEEE 1 1 1 1 0.5 1 1 92.9%
P11 = (Shanmughaneethi et al., 2009) IEEE 1 1 0.5 1 1 1 0 78.6%
P12 = (Li et al., 2019) IEEE 1 1 1 1 1 1 1 100%
P13 = (Chenyu & Fan, 2016) |IEEE 1 1 1 1 1 1 1 100%
P14 = (Matsuda et al., 2011) IEEE 1 0.5 1 1 1 1 1 92.9%
P15 = (Buja et al., 2014) IEEE 1 1 1 1 0.5 0.5 1 85.7%
P16 = (Srivastava, 2014) IEEE 1 1 1 1 1 1 0.5 92.9%
P17 = (Xie et al., 2019) IEEE 1 1 1 1 0.5 1 1 92.9%
P18 = (Jiao et al., 2012) IEEE 1 1 1 1 1 1 0 85.7%
P19 = (Xiao et al., 2017) IEEE 1 1 1 1 1 1 1 100%
P20 = (Pomeroy & Tan, 2011) IEEE 0.5 0.5 0.5 0.5 0.5 1 0.5 57.1%
P21 = (He et al., 2015) IEEE 1 0.5 1 1 1 0.5 0 71.4%
P22 = (Hanmanthu et al., 2015) |EEE 1 1 1 1 1 1 1 100%
P23 = (Umar et al., 2018) IEEE 1 1 1 1 0.5 1 0 78.6%
P24 = (Upadhyay & Khilari, 2016) IEEE 1 1 1 1 1 1 1 100%
P25 = (Xue & He, 2011) IEEE 1 1 1 1 1 1 0 85.7%
P26 = (Uwagbole et al.,, 2017) IEEE 1 1 1 1 1 1 1 100%
P27 = (Wu & Chan, 2012) IEEE 1 1 1 1 0.5 0.5 1 85.7%
P53 = (Gu et al., 2019) IEEE 1 1 1 1 1 1 1 100%
P54 = (Tripathy et al., 2020) IEEE 1 1 1 1 0.5 1 1 92.9%
P55 = (Kuroki et al., 2020) IEEE 1 1 0.5 1 1 1 1 92.9%
P56 = (Hlaing & Khaing, 2020) IEEE 1 1 1 1 1 1 1 100%
P57 = (Jana & Maity, 2020) IEEE 1 1 1 1 0.5 1 1 92.9%
P28 = (Balasundaram & Ramaraj, 2012) ScienceDirect 1 0.5 0 1 0.5 1 1 71.4%
P29 = (Kar et al., 2016) ScienceDirect 1 1 1 1 1 1 1 100%
P30 = (Lee et al., 2012) ScienceDirect 1 1 1 1 1 1 1 100%
P31 = (Natarajan & Subramani, 2012) ScienceDirect 1 1 0 1 1 1 1 85.7%
P32 = (Kim & Lee, 2014) ScienceDirect 1 1 1 1 1 1 1 100%
P33 = (Pinzon et al.,, 2013) ScienceDirect 1 1 1 1 1 1 1 100%
P34 = (Jang & Choi, 2014) ScienceDirect 1 1 1 1 1 1 1 100%
P35 = (Mitropoulos & Spinellis, 2009) ScienceDirect 1 1 1 1 1 1 1 100%
P36 = (McWhirter et al., 2018) ScienceDirect 1 1 1 1 0.5 1 1 92.9%
P37 = (Patel & Shekokar, 2015) ScienceDirect 1 1 1 1 1 1 1 100%
P58 = (Tang et al., 2020) ScienceDirect 1 1 1 1 0 1 1 85.7%
P38 = (Narayanan et al., 2011) Springer 1 1 0 1 1 1 1 85.7%
P39 = (Doshi et al., 2014) Springer 1 0.5 1 0.5 0.5 0.5 0.5 64.3%
P40 = (Singh et al., 2015) Springer 1 0.5 1 1 1 1 1 92.9%
P41 = (Selvamani & Kannan, 2011) Springer 1 1 1 1 0.5 1 1 92.9%
P42 = (Choras et al., 2013) Springer 1 0.5 1 1 1 1 1 92.9%
P43 = (Kar et al.,, 2015) Springer 1 1 1 1 1 1 1 100%
P44 = (Hidhaya & Geetha, 2012) Springer 1 1 1 1 0.5 1 1 92.9%
P45 = (Raj & Sherly, 2017) Springer 1 0.5 0.5 1 1 1 1 85.7%
P46 = (Maheswari & Anita, 2016) Springer 1 1 1 1 1 1 1 100%
P47 = (Huang et al.,, 2017) Springer 1 0.5 1 1 0.5 0.5 1 78.6%
P48 = (Sadalkar et al., 2011) Springer 1 1 0.5 1 1 1 1 92.9%
P49 = (Feng et al., 2019) Springer 1 1 0.5 0.5 0.5 0.5 1 71.4%
P50 = (Perkins et al., 2016) Springer 1 0.5 1 1 0.5 1 1 85.7%
P51 = (Joseph & Jevitha, 2015) Springer 1 1 1 1 1 1 1 100%
P52 = (Pinzon et al., 2009) Springer 1 1 1 1 0.5 1 1 92.9%
P59 = (Aliero et al., 2020) Springer 1 1 1 1 1 1 1 100%
P60 = (Abikoye et al., 2020) Springer 1 1 1 1 1 1 1 100%

Combined: the fourth category includes
approaches that mitigate attacks of both error-
based and any type of the 1st order. For instance,
P2 proposed a method of removing parameters
from the original query and then comparing it

with the modified one. P3’s technique uses
a fingerprint combined with pattern matching to
detect attacks of the 1st order during the program-
ming and query phases. The Combined category
represents 38.00% of all attacks discussed.
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Figure 2. The growth of publication in SQL injection Field.

In-band/out of band: papers that discuss in-band
and out-band attacks are classified in a single cate-
gory and represent 2.00% of total reviewed papers.
Only one paper in this category, P44, tried to miti-
gate data extraction channel attacks such as in-band
and out-band attacks.

4.3. SQL injection detection techniques (RQ3)

The reviewed papers have followed different detec-
tion techniques that can be classified into four
categories: Static, Dynamic, Combined, and
Machine learning. Table 5 lists these techniques.

4.3.1. Static technique

We found that 44.00% of the proposed techniques
are of the static type, as detection of SQL injection
attacks is done during the development phase of the
web application. These approaches are mentioned
in P2, P3, P6, P8, P14, P15, P16, P18, P20, P56, and
others. P18 proposed a secure approach described
as a defensive level of SQL injection middleware
that inserted between the authentication system
and the database to detect any SQL injection attack.

4.3.2. Dynamic technique

This technique represents 13.00% of all the pro-
posed techniques. It relies on detecting any injec-
tions during the run-time before being sent to the
database server. For example, this technique was

followed by P39 to develop a dynamic network
filter using java programming language to detect
SQL injection attacks.

4.3.3. Combined technique

13.00% of approaches belong to the category of
using both static and dynamic methods. P48 used
a hybrid model to detect SQL injection attacks in
PHP environments.

4.3.4. Machine learning technique

Many approaches have used machine learning as
a detection technique. Such approaches are proposed
in P12 and P54, which detect SQL injection attacks
using an adaptive deep forest-based ADP method.
This improves the structure of the deep forest and
integrates it with the AdaBoost algorithm.
Approaches using machine learning represent about
30.00% of all proposed techniques. These categories
and their distributions are shown in Figure 4 and
Table 5.

5. Conclusion

This systematic review analyzed a total of 60 research
papers, finding that most approaches deployed “the
static technique” (44.00%) for detecting SQL injection
attacks. Most papers didn’t specify the type of SQL
injection attacks they dealt with (50.00%). Attacks of
both 1st order and error-based types were the second
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Table 4. SQL injection attacks classification.

Paper No. Attack Classification

P1 = (Ping, 2017) 2nd order (order of injection)

P2 = (Katole et al., 2018) 1st order -error based (combined)

P3 = (Appiah et al.,, 2017) Order of injection-error based (combined)
P4 = (Karuparthi & Zhou, 2016) 1st order & error based (combined)

P5 = (Pinzdn et al., 2010) General

P6 = (Qbea’h et al., 2016) Tautology & alternate encoding (order of injection)
P7 = (Ghafarian, 2017) 1st order & error based (combined)

P8 = (Ping et al., 2016) General

P9 = (Prabakar et al., 2013) General

P10 = (Oosawa & Matsuda, 2014) General

P11 = (Shanmughaneethi et al., 2009)
P12 = (Li et al., 2019)

P13 = (Chenyu & Fan, 2016)

P14 = (Matsuda et al., 2011)

P15 = (Buja et al., 2014)

P16 = (Srivastava, 2014)

P17 = (Xie et al., 2019)

P18 = (Jiao et al., 2012)

P19 = (Xiao et al., 2017)

P20 = (Pomeroy & Tan, 2011)

P21 = (He et al., 2015)

P22 = (Hanmanthu et al., 2015)
P23 = (Umar et al., 2018)

P24 = (Upadhyay & Khilari, 2016)
P25 = (Xue & He, 2011)

P26 = (Uwagbole et al.,, 2017)

P27 = (Wu & Chan, 2012)

P53 = (Gu et al., 2019)

P54 = (Tripathy et al., 2020)

P55 = (Kuroki et al., 2020)

P56 = (Hlaing & Khaing, 2020)
P57 = (Jana & Maity, 2020)

P28 = (Balasundaram & Ramaraj, 2012)
P29 = (Kar et al., 2016)

P30 = (Lee et al., 2012)

P31 = (Natarajan & Subramani, 2012)
P32 = (Kim & Lee, 2014)

P33 = (Pinzon et al.,, 2013)

P34 = (Jang & Choi, 2014)

P35 = (Mitropoulos & Spinellis, 2009)
P36 = (McWhirter et al., 2018)

P37 = (Patel & Shekokar, 2015)
P58 = (Tang et al., 2020)

P38 = (Narayanan et al., 2011)
P39 = (Doshi et al., 2014)

P40 = (Singh et al., 2015)

P41 = (Selvamani & Kannan, 2011)
P42 = (Choras et al., 2013)

P43 = (Kar et al.,, 2015)

P44 = (Hidhaya & Geetha, 2012)
P45 = (Raj & Sherly, 2017)

P46 = (Maheswari & Anita, 2016)
P47 = (Huang et al.,, 2017)

P48 = (Sadalkar et al., 2011)

P49 = (Feng et al., 2019)

P50 = (Perkins et al., 2016)

P51 = (Joseph & Jevitha, 2015)
P52 = (Pinzon et al., 2009)

P59 = (Aliero et al., 2020)

P60 = (Abikoye et al., 2020)

1st order & error based (combined)

1st order & server response (combined)
General

General

General

1st order & server response (combined)
General

General

Order of injection & server response (combined)
General

General

1st order & server response (combined)
General

1st order & server response (combined)
Tautology, encoding & error based (combined)
General

General

Server response

Server response & out of band (combined)
General

1st order (order of injection)

General

Tautology, stored procedure & error based (combined)
General

1st order & error based (combined)
General

1st order & error based (combined)

1st order & error based (combined)
General

General

General

General

General

1st order (order of injection)

General

1st order & error based (combined)
General

1st order & server response (combined)
General

In-band & out of band

1st order & server response (combined)
1st order & error based (combined)
General

1st order & error based (combined)
General

General

Blind based (server response)

General

Order of injection & server response (combined)
1st order & server response (combined)
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Figure 3. Distribution of types of SQL injection attacks.
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General
50%

Paper No.

Detection Technique

P1 = (Ping, 2017)

P2 = (Katole et al., 2018)

P3 = (Appiah et al., 2017)

P4 = (Karuparthi & Zhou, 2016)
P5 = (Pinzén et al., 2010)

P6 = (Qbea’h et al., 2016)

P7 = (Ghafarian, 2017)

P8 = (Ping et al., 2016)

P9 = (Prabakar et al., 2013)

P10 = (Oosawa & Matsuda, 2014)
P11 = (Shanmughaneethi et al., 2009)
P12 = (Li et al., 2019)

P13 = (Chenyu & Fan, 2016)

P14 = (Matsuda et al., 2011)

P15 = (Buja et al.,, 2014)

P16 = (Srivastava, 2014)

P17 = (Xie et al., 2019)

P18 = (Jiao et al., 2012)

P19 = (Xiao et al., 2017)

P20 = (Pomeroy & Tan, 2011)
P21 = (He et al., 2015)

P22 = (Hanmanthu et al.,, 2015)
P23 = (Umar et al., 2018)

P24 = (Upadhyay & Khilari, 2016)
P25 = (Xue & He, 2011)

P26 = (Uwagbole et al.,, 2017)
P27 = (Wu & Chan, 2012)

P53 = (Gu et al.,, 2019)

P54 = (Tripathy et al., 2020)

P55 = (Kuroki et al., 2020)

P56 = (Hlaing & Khaing, 2020)
P57 = (Jana & Maity, 2020)

P28 = (Balasundaram & Ramaraj, 2012)
P29 = (Kar et al., 2016)

P30 = (Lee et al., 2012)

P31 = (Natarajan & Subramani, 2012)
P32 = (Kim & Lee, 2014)

Dynamic

Static “Parameter Filtering”
Static “Parameter Filtering”
Dynamic

Machine Learning

Static

Combined

Static “Instruction-Set Randomization”
Combined

Machine Learning
Combined

Machine Learning
Dynamic

Static

Static “Parameter Filtering”
Static

Machine Learning

Static “Defense Mechanism”
Machine Learning

Static

Static

Machine Learning

Static

Static “Parameter Filtering”
Static

Machine Learning
Machine Learning
Dynamic

Machine Learning
Combined

Static

Static

Static

Machine Learning
Combined

Dynamic

Machine Learning

(Continued)
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Table 5. (Continued).

Paper No.

Detection Technique

P33 = (Pinzon et al., 2013)

P34 = (Jang & Choi, 2014)

P35 = (Mitropoulos & Spinellis, 2009)
P36 = (McWhirter et al., 2018)
P37 = (Patel & Shekokar, 2015)
P58 = (Tang et al., 2020)

P38 = (Narayanan et al., 2011)
P39 = (Doshi et al., 2014)

P40 = (Singh et al., 2015)

P41 = (Selvamani & Kannan, 2011)
P42 = (Choras et al., 2013)

P43 = (Kar et al., 2015)

P44 = (Hidhaya & Geetha, 2012)
P45 = (Raj & Sherly, 2017)

P46 = (Maheswari & Anita, 2016)
P47 = (Huang et al., 2017)

P48 = (Sadalkar et al., 2011)

P49 = (Feng et al., 2019)

P50 = (Perkins et al., 2016)

P51 = (Joseph & Jevitha, 2015)
P52 = (Pinzén et al., 2009)

P59 = (Aliero et al., 2020)

P60 = (Abikoye et al., 2020)

Machine Learning
Combined

Machine Learning

Machine Learning

Static “Parameter Filtering”
Machine Learning

Static

Dynamic

Machine Learning
Dynamic

Static

Machine Learning

Static

Static “Parameter Filtering”
Machine Learning

Static

Combined

Combined

Static “Instruction-Set Randomization”
Static

Static

Dynamic

Static

Machine Learning

30%

Combined
13%

Figure 4. Distribution of SQL injection detection techniques.

Static
44%



most mitigated attacks (38.00%). In this paper, we
presented the main detection and prevention techni-
ques that are commonly used in the field of SQL
injection, and classify the common types of SQL
injection that are used to attack web applications
and databases. The research papers that have been
reviewed are bounded in the period 2009-2021.
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