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Abstract—The Internet of Things (IoT) technologies, together
with other technological advances such as big data analytics,
Artificial Intelligence (AI), automation, and unmanned electrical
vehicles (e.g., self-driving vehicles and drones), are currently
being used to transform the food and agriculture industry to
increase yields significantly with minimal damage to the environ-
ment. These recent advances in Information and Communication
Technologies and advances in biotechnology are driving the
transition into the fourth agricultural revolution or agriculture
4.0. Some research studies on the adoption of IoT in the
agriculture sector in Sub-Saharan Africa concluded that some
of the reasons the rate of adoption of IoT in Africa is still very
low are gaps in knowledge, skills, finance, and infrastructure. The
knowledge and skills gaps are partly a result of an educational
curriculum that is not up to date with current advances in the
food and agricultural industry. To foster IoT adoption in the food
and agriculture sectors and other sectors or industries in Sub-
saharan Africa, we propose an IoT course program consisting of
lectures and laboratory modules. The course is accompanied by
textbooks, video lectures that are freely available on Edx, and
remote online laboratories with the hardware resources hosted
in some European countries but accessible through the Internet.
These courses can also be adapted by vocational training schools,
Higher Institutes, and universities in Sub-Saharan Africa or
could be used by professionals and enthusiasts to improve their
skills.

Index Terms—Internet of Things (IOT), education, IoT driven
food and agriculture, Sub-Saharan Africa (SSA)

I. INTRODUCTION

Agriculture plays a major part in the economies of develop-
ing countries, especially those in Sub-Saharan Africa (SSA).
It provides many jobs to a significant part of the working
population in SSA as hundreds of millions of people are
employed along the agricultural value chain from the food
production, food supply chain, food processing, storage to
the distribution (retail) stage. There has been a continuous

increase in the demand for food in Africa resulting from the
continuous increase in the population [1] and the growing
middle-class [2]. Food accounts for roughly 40% of the
consumption basket in SSA, and the increase in food prices
is one of the driving forces behind the growing inflation in
SSA [3]. The continuous increase in food prices in SSA is
due to the inability of the food and agriculture sector in
SSA to satisfy the growing demand as agricultural production
in SSA has remained very low compared to the rest of the
world [4] despite natural and human resources and potential
found in this region. The agricultural production in SSA has
lagged behind that of the rest of the due to insufficient skilled
labour, poor transport infrastructure, storage facilities, food
processing, market structures, and financial institutions [4],
and energy infrastructure.

One of the ways to boost agricultural production in SSA
is to improve or strengthen its research and educational
institutions to provide solutions to the food and agriculture
sector and offer quality training to students and practitioners
(e.g., farmers, food processing professionals, retailers). The
authors in [5] recommends that students and practitioners
could be better equipped by developing agricultural education
and training curriculum or programs that prepare them for
the complex, interdisciplinary challenges that they will face
when solving food and agricultural challenges in their envi-
ronment. It is important to design an Interdisciplinary approach
that combines electrical, electronics, control, and computer
engineering disciplines with agriculture to train students that
will be able to create startups in the food and agricultural
sector in developing countries, especially those in Sub-Saharan
Africa. It is also important to build strong food and agricultural
technology research collaboration between researchers in SSA
and those of other parts of the world to facilitate research and
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development and exchanges of experiences.
The Internet of Things (IoT) is a network of low-power

computing devices (IoT devices) that are equipped with sen-
sors to collect data from the physical environments and send it
to a remote server (e.g., a fog computing or cloud computing
server). The remote server performs some processing, and the
results are either sent to the operator for decision-making or
sent back to the low-power computing devices attached to an
actuator capable of manipulating physical systems. IoT devices
can be equipped with sensors (e.g., temperature, humidity,
soil moisture, gas, light, and motion sensors) and cameras to
periodically collect data and send it to data-analytic platforms
to monitor parameters that affect crops and livestock. The
data analytic or control platforms can send messages to the
operator to make certain decisions and take actions to ensure
favourable conditions for the crops and livestock, e.g., taking
action to combat pests attacks, harvesting crops on time, or
providing food and water to the animals. It can also send
commands or instructions to the actuators to perform some
actions, automating some of the routine work on the farm.

The Internet of Things (IoT) is remodelling agribusinesses
by empowering agro entrepreneurs and farmers with a range of
strategies and tools to deal with the challenges affecting the
agro-industry [6]. The use of IoT in the field of agriculture
is about the empowerment of farmers with automation tech-
nologies, decision tools, knowledge, and services to improve
productivity, quality, and profit [7] in a sustainable way. The
adoption of IoT in Africa is very slow, partly due to the
reluctance to update the educational curriculums to meet up
with recent technological and knowledge trends [8], [9], and
the disconnection between the industry and academia.

The adoption of smart agriculture, smart food processing,
and other agriculture 4.0 technologies can be fostered by
developing interdisciplinary education and training programs
that combine the Internet of things (IoT), Artificial Intelligence
(AI), and Big Data Analytics (BDA). It will enable the
training of food and agricultural engineers and farmers who
will be creative, innovative, flexible, create new jobs, and
develop sustainable food production methods based on the
local context . IoT is gradually becoming a mainstream field of
its own, and with its broad applications, it will be adopted as
a study program in other disciplines or interdisciplinary study
programs.

This paper proposes an IoT-driven food and agriculture
program that educational institutions could adopt to prepare
the researchers, students, practitioners, educational/training
institutions, and agribusinesses for the fast-approaching fourth
agricultural revolution (agriculture 4.0).

II. SOME CHALLENGES IN FOOD AND AGRICULTURE
INDUSTRY IN SUB-SAHARAN AFRICA

The food and agriculture sector in SSA contributes signif-
icantly to the Gros Domestic Product (GDP) of the countries
that constitute this region. However, it is puzzling that African
countries, especially those in SSA, are still net importers of
food and agricultural products, despite their vast agricultural

potential [10]. It could be attributed to the challenges that the
food and agricultural sectors in the region are facing. It is
important to understand the challenges faced by the food and
agriculture industry in Sub-Saharan Africa to apply IoT to
address some of the challenges faced by Africa’s food and
agriculture industry. The authors in [8] discussed some of
the challenges faced by farmers in SSA. Some of the major
challenges faced by small scale farmers in Africa, that could be
solved with the use of IoT as discussed in section III include:

• Climate fluctuation has led to extreme temperatures, in-
creasing aridity, and unpredictable rainfall and has led to
an increase in food insecurity as it is gradually disrupting
the rainfed agricultural systems on which the majority of
the population depends.

• Water management as the bi-seasonal climate cause farm-
ers in Africa to depend on irrigation during the dry
season, and desertification has caused more water scarcity
requiring proper water management.

• Peste outbreaks, as the warm tropical climate offers a
conducive environment for pests that damage crops and
cause diseases to livestock.

• Theft of farm produce or livestock is also a serious
challenge for farmers due to the continuous increase in
unemployment.

• Crop/livestock monitoring is a challenge because it makes
farming activities labour intensive, time and resource-
consuming, and less profitable due to excessive losses.

• Insufficient storage facilities and poor storage methods
often result in food wastage and revenue losses.

• Insufficient capital as most smallholder farmers cannot
access loans from financial institutions, and there is little
or no support from the governments.

• Very low market prices which are controlled by the
intermediaries and sometimes cause farmers to become
discouraged, e.g., the drop in the coffee and cocoa prices
in the global market caused some farmers in Africa to
abandon the cultivation, as there is very little domestic
market due to little processing of this cash crop within
the continent.

• Management of the products along the food supply chain
to ensure traceability and preservation of the quality of
the food.

• Mitigating the conflict between the animal farmers and
crop farmers is the so-called farmer grazier conflict,
which often leads to massive losses for crop farmers
whose crops are often damaged by livestock.

• Difficulties to transport crops or livestock from the farms
in rural areas to the markets in urban areas.

• Political conflict has displaced farmers and has paralysed
the transportation system increasing the cost of running
agribusinesses.

• Land fragmentation is a big problem because it makes it
difficult to scale agricultural businesses and investments.

• Energy shortages result in long hours of blackouts and
harm the businesses engaged in value addition throughout



the food and agricultural value chain. A lot of rural areas
do not have access to the electricity grid.

• Food preservation and quality assurance
• Trust issues and low level of collaboration, coupled with

the weak judicial system, make it difficult to create
partnerships to establish large-scale agricultural ventures.

• Data collection and management challenges which makes
it hard for farmers to make rational decisions and for
policy makers to design and implement efficient policies.

• Counterproductive state intervention policies such as con-
trolling of food prices and the banning of food exports
which sometimes makes the cultivation of certain food
products unprofitable.

• Insufficient agricultural research, agricultural education,
and training institutions.

Some of the challenges discussed could be addressed by
adapting the agricultural education and training programs to
generate the needed skilled labour to address these challenges
and develop efficient and sustainable technologies. Some of the
challenges could be addressed through government policies,
educational reforms, and improvements or reforms in the
administrative and judiciary systems to enforce the rule of
law to create a suitable environment for agribusiness and agro-
training institutions to strive. The governments in SSA could
also address some of these challenges by providing some
public infrastructures such as good roads, a stable electricity
grid, local markets, Information and Communication Technol-
ogy (ICT) infrastructure, financial institutions, and regulatory
agencies. Some smart agriculture or IoT Driven Agriculture
(IDA) use case applications that have been proposed and de-
veloped by some researchers to address some of the challenges
discussed above are presented in the next section below.

III. SOME IOT DRIVEN FOOD AND AGRICULTURE USE
CASE APPLICATIONS

IoT-driven food and agriculture (IDFA) or IoT-based agri-
culture refers to using IoT technologies and applications
together with information and communication technologies
(ICT) and other technologies to address some food and agri-
cultural challenges. The Internet of Things is the technological
paradigm in which low-power sensor devices with internet
connectivity are used to collect monitoring data from physical
systems of objects. The collected data is sent to the edge,
fog, or cloud platforms for data analytics. The data analytics
results can be used to make decisions or control cyber-physical
systems or objects. An illustration of a simplified model of IoT
architecture is shown in figure 1.

IoT is a promising technology with a high potential to
modernise the agricultural sector, and research institutions, as
well as enterprises, are working together to deliver more prod-
ucts to agricultural stakeholders [11]. Some technologies that
enhance the use of IoT in agriculture include big data, artificial
intelligence, fog computing, cloud computing, and low-power
communication technologies. IDA techniques can increase the
efficiency of agricultural systems, reduce production costs and
ensure environmental sustainability.

Some of the challenges affecting the food and agriculture
industry, which were discussed in section II above, can be
addressed with IoT applications. Research and industrial com-
munities have proposed several IoT applications to address
agricultural challenges and boost productivity in the food
and agriculture industry. Although challenges such as those
discussed in section IV have slowed down the adoption rate,
there is progress in using IoT in the food and agriculture sector.
Figure 2 illustrates some of the IoT driven food and agriculture
applications, which include:

• Smart irrigation system to automate the irrigation process
[12].

• Smart Prevention maintenance [13] of Agro infrastruc-
ture.

• IoT based food supply chain management with
blockchains [14]–[17].

• Smart detection of fire outbreaks in agro-fields, and agro-
infrastructures [18], [19].

• Smart food processing [18].
• Pest management to detect and control pest outbreaks

[20], [21].
• Smart crop monitoring to remove weeds, apply fertilizer

or manure and on time [22], [23],
• IoT enabled planning and forecasting using monitoring

and data analytics tool [7], [24], [25].
• Smart food storage monitoring to control the environment

of storage facilities to mitigate food wastage [26].
• Smart food waste management [27].
• Smart food packaging [28]
• Theft detection to mitigate the loss of products and other

assets through theft [29], [30],
• Precision agriculture using IoT to increase yield per acre

significantly,
• unmanned electrical vehicles (e.g., drones and self-

driving tractors) assisted farming
• Smart Greenhouse farming [31],
• Livestock monitoring and tracking, e.g., IoT based live-

stock tracking [32], [33]
• Smart Poultry [34]–[37], to monitor environmental vari-

ables in poultries and to automate some of the processes.

Many researchers have proposed a lot of IoT-driven agricul-
ture use case applications, and in the section, we have outlined
just a few. The authors in [38] discussed some IoT-based
agriculture use case applications, which include the internet
of arable farming, the internet of dairy farming, the internet
of fruits, the internet of vegetables, and the internet of meat as
part of the ”Internet of Food and Farm 2020” project aimed at
boosting the competitiveness of the European agriculture on
the global scale.

Adopting IoT in agriculture could become easier to speed
up the transition into the fourth agricultural revolution, the
so-called agriculture 4.0 if IoT is integrated as part of the
agriculture education and training programs. Some research
studies have demonstrated the practical applications of IoT in
agriculture, as outlined above. However, the authors have not
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seen any studies that have analysed the effectiveness of IoT
in agriculture. There are still some technical challenges to the
implementation and effective adoption of IoT, as discussed in
[7], [9], [39].

IV. COURSES OF THE PROPOSED IOT DRIVEN
AGRICULTURE PROGRAM

In this section, we present a list of courses and a possible
study program that could be designed to train the workforce
that is well equipped with the appropriate knowledge and
skills on industry 4.0 and agriculture 4.0 technologies. The
objective of such a program should be to equip students with
the skills required to apply IoT-driven food and agriculture
solutions for efficient and sustainable food production. An IoT
education program can be developed by adapting courses from
other disciplines such as electrical engineering, electronics,

telecommunications, robotics, automatic control, and computer
science. Therefore, an IoT-driven agriculture program can be
developed by adapting courses from disciplines such as electri-
cal engineering, electronics, telecommunications, robotics, au-
tomatic control, and computer science with core courses from
food and agriculture disciplines. Few courses from economics
and management disciplines could be added to equip students
with entrepreneurial and management skills. Some of the IoT
courses we have included in our proposed program are from
a survey of IoT courses offered by 12 universities (see [40],
pp. 6) In developing core IoT course A list of some of these
courses is shown in table I

This programme includes 3,5 years (7 semesters). The
following proposal covers the yearly breakdown of the courses,
as a semester-by-semester approach would be too detailed at
this stage.

Year 1 (2 semesters) General subjects (common course for
all students) Mathematics for Science and Engineering (Anal-
ysis, Linear algebra), Physics for engineering and agriculture,
Chemistry and biochemistry, Introduction to agriculture and
husbandry, Basics of botany, Basics of animal anatomy, Basics
of bioinformatics Digital Design and Logic Circuits, Computer
Programming basic (Pascal / Java / C# ), Fundamentals of
Electronics and measurements, Network Fundamentals

Year 2 (2 semesters) Starting from year 2, students must
choose the software path (SW) or hardware path (HW). Every
student should choose at least two modules per year from
another path.

General subjects (for all students): Agrometeorology, Soil
science, Microbiology of soils and plants, Animal physiology
and organic nutrition, Basics of plant biochemistry and physi-
ology, Probability calculus, Computer Architecture, Computer
Programming - advanced (C, C++), Digital electronics

Software development (compulsory for SW students, op-
tions of choice for HW students): Database management,
Computer Architecture, Communication and Information The-
ory, Computer networking, Digital modelling and simulation

Hardware engineering for IoT (compulsory for HW stu-
dents, options of choice for SW students): Analogue Elec-
tronics, Electronic measurements, Theory of Signals, Design



TABLE I
LIST OF COURSES THAT COULD BE ADAPTED FOR AN IOT DRIVEN AGRICULTURE EDUCATION PROGRAM

Foundational Courses IoT Core Courses Food and agricultural Core Courses Economic and Management Courses
Introduction to programing Computer architecture Agronomy Engineering management
Advanced mathematics Embedded operating systems Animal/livestock production Operations Research
Discrete mathemtics Embedded systems soil science Basic Economics
Linear Algebra Sensors and Actuators for IoT water and environmental management Entrepreneurship
Physics Microntrollers for IoT Peste and disease control Agribusiness
Chemistry Microprocessors for IoT Environmental protection Marketing
Research methods Programming of IoT devices Introduction to agriculture and hus-

bandry
International Business

Introduction to IoT Networking and Protocols Introduction to Botany Project management
Digital electronics Mobile Communication Crop production Financial education
Analog electronics Low power access networks for

IoT
Sustainable food production systems Food supply chain management

Power electronics Databases Agroecology Food and agriculture law and Regula-
tion

Signals and systems Data structures and analysis Food safety and hygiene
Digital signal processing IoT cloud computing Animal physiology and nutrition
Control engineering Machine Learning Value addition and processing of plant

products
Communication Principle Artificial Intelligence for IoT appli-

cation
Food storage Systems

Circuit Analysis Edge Computing Introduction to plant biochemistry and
physiology

Computer aided design Security of the Internet of Things Smart and precision farming
Operating systems UAVs (e.g., Drones) in smart farm-

ing
Smart Food Supply chains and logistics

Web and mobile app devel-
opment

IoT application system design

· · · · · · · · · · · ·

of Digital Systems, Automation Control Engineering, Systems
modelling and design, Basics of cyber-physical systems

Year 3 (2 semesters) Students must continue the previously
chosen path. Every student should choose at least four modules
per year from another path or a collection of optional subjects.

General subjects (for all students): Cropping systems, Plant
breeding and seed materials, Weeds and weed management,
Biotechnological methods in environmental protection, Basic
of Economics, Hardware/software co-design

Software development (compulsory for SW students, op-
tions of choice for HW students): : Operating Systems, Soft-
ware engineering (Complexity and optimization), Principles of
Digital signal processing, LAN & Internet Protocols, Web and
Mobile Application Design

Hardware engineering for IoT (compulsory for HW stu-
dents, options of choice for SW students): Power electronics,
Physics of semiconductors, Design of Computer Systems,
Mechatronics, Time-critical systems

Year 4 (1 semester) Every student should choose at least
three modules from another path or a collection of optional
subjects.

General subjects (for all students): Renewable energy
sources and energy storage systems, Information management
& security, Entrepreneurship, Agrobusiness, Project manage-
ment, Diploma project

Hardware engineering for IoT: Mobile Communications
Systems,

Software development: Cloud and Distributed Computer
Systems,

Optional courses for students of Yr 3 & 4, HW and SW
(examples): Machine learning, Computer Vision and Image
analysis, Unmanned vehicles and simulation of autonomous
systems, Advanced system modelling, Weather and climate
modelling, Research methods, Theory and practice of elec-
tromagnetic waves, Organic agriculture and biotechnology,
Organization of organic farms.

The courses and the program presented above is still a
proposal and an attempt to stimulate a discussion among edu-
cators and researchers in the educational, food and agricultural
science and engineering, electrical and electronic engineering,
and computer science and engineering on ways to develop an
educational and training program to respond to the need of
skilled labour for agriculture 4.0. Agricultural education and
training institutions could fine-tune these courses to meet their
learners’ training objectives and background. The learning ap-
proach should consist of: lectures, laboratory modules, projects
internships/apprenticeships, field trips, workshops, research
collaboration.

V. THE IOT COURSES DEVELOPED WITHIN THE IOT-OPEN
EU PROJECT

The authors developed an IoT program that provides intro-
ductory material for bachelors students and advanced material
for masters students. It was under the IoT-OPEN EU project
funded by the European Union. The course consists of video
lectures and a remote laboratory where the learners can access
the hardware resources deployed in some European countries
online. A course book accompanies the course [41] and a



Fig. 3. Distribution of the level of educational level of the learners of our
IoT program (theory and remote laboratories) hosted on EDx

Fig. 4. Geographic distribution of the learners of our IoT program hosted on
EDx

program outline [42]. The courses are hosted on the Edx
platform [43]. Details on the design and implementation of
the program are presented in [44].

Fig. 3 shows the distribution of the educational level of the
learners. It can be seen that 24.4% of learners have at most
a high school diploma. Since IoT is becoming part of our
daily lives and is gradually penetrating into other sectors of
the economy, it could be taught at the secondary or high school
level. The rest of the participants possess at least a bachelor’s
degree. The geographic distribution of the learners is shown
in Fig. 4, which shows that majority of the participants are
from North America, India and Pakistan. There is a negligible
number of participants in SSA.

IoT-related emerging technologies such as unmanned elec-
trical vehicles (e.g., drones and self-driving tractors) are trans-
forming the agriculture industry. Unmanned aerial vehicles
(UAVs) or drones can be used to inspect large farms and
then take appropriate actions. UAVs can also be used to
spray farms. Figure 5 shows our collaborators at Agro Best

Fig. 5. Our collaborators at Agro Best Cameroon, training farmers on the
use of drones for crop monitoring and protection in Foumbot, Cameroon

Cameroon training farmers on using drones to inspect corn
fields and to spray farms with herbicides. Agricultural students
or practitioners should learn how to design, assemble or choose
appropriate UAVs that suit their specific needs. They also need
to learn how to fly drones for their intended purposes. We
recently developed courses on Unmanned Electrical Vehicles
and Simulation of Autonomous System, and more materials
on these courses can be found in [45]. The course is also
accompanied by a textbook that we recently published in [46].

VI. CONCLUSION

The food and agriculture industry in SSA can be enhanced
by developing current, interdisciplinary and integrated educa-
tion and training programs that can equip students and practi-
tioners with the relevant knowledge and skills. To prepare the
researchers, students, practitioners, educational/training insti-
tutions, and the agribusinesses in this region to be ready for
the transition into the fourth agricultural revolution (agriculture
4.0), we have proposed an IoT driven food and agriculture
program educational institutions could adopt in this region.
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